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Abstract

Introduction. Heads of medical organizations operating under the Moscow Healthcare Department are the ones who take
care of internal control of quality and safety of medical care [1-7]. However, once the healthcare system in Moscow switched
to the Unified Medical Information Analysis System (UMIAS), abandoning all the other automated information systems the
city had previously used (such as Medialog, Megaklinika, Asclepius etc.), Moscow's medical workers found it impossible to
automatically unload certain statistical (analytical) reports. They have to use paper medical records and logs to register the
results of the medical care quality control [1, 2, 6]. Many engineers and programmers working in Moscow’s medical system
organizations attempted uploading the medical record data and create automated logs within the UMIAS system; however,
they failed [4, 8, 9, 10]. That is why they started creating intranet web portals, integrating them with various internal Moscow
healthcare systems (such as UMIAS etc.) as well as external Federal Compulsory Medical Insurance Fund systems (like the
PUMP system for personalized medical care records). This allowed logging in the results of internal quality control and
automatically creating statistical and analytical reports, as well as monitoring the document exchange between various
offices of Moscow healthcare organizations [11-13]. To ensure the efficiency of these intranet web portals, medical workers
responsible for quality control develop checklists that feature pre-approved criteria for evaluating the results of treatment for
certain diseases (conditions) in accordance with medical care provision standards and clinical recommendations. Moreover,
the comprehensive introduction of intranet web portals helped ensure that clinical recommendations are followed in Moscow
healthcare organizations. In fact, it allowed conducting an automated medical and economic examination, similar to the ones
carried out by health insurance organizations within the framework of the compulsory medical insurance system as part of
state oversight. Goal. To identify the main issues in organizing internal control of quality and safety of medical care associated
with the introduction of intranet web portals in Moscow healthcare system’'s organizations. Materials and methods. We
identified the main issues in organizing internal control of quality and safety of medical care associated with the introduction
of intranet web portals in Moscow healthcare system's organizations. Moreover, we also examined the requirements for
checklist development, as well as the difficulties that arise when compiling analytical reports on following the expert criteria
and standards of medical care provision and clinical recommendations. Findings. The list of the main issues associated with
the introduction of an automated system for organizing internal control of quality and safety of medical care via multi-user
intranet web portals includes: training heads of structural units responsible for organizing and carrying out the internal
control of quality and safety of medical care; developing checklists using the pre-approved criteria, rules and requirements
for providing medical care in accordance with standards and clinical recommendations; and developing an activity plan
for organizing various checks (audits) and compiling analytical (statistical) reports to assess the activities of the Moscow
healthcare organizations’ structural units (or employees). The checklists must feature codes of MES (medical and economic
standards), ICD-10 (10th revision of the International Statistical Classification of Diseases and Related Health Problems) and
medical services, as well expert criteria mentioned in acting legal documents. This is complicated by the fact that the codes of
medical services in the UMIAS system differ from the codes featured in the approved medical service nomenclature, whereas
expert criteria undergo frequent updates. Conclusion. To ensure the successful implementation of management responses,
one needs to regularly host internal meetings with heads of structural units as well as employees responsible for organizing
and carrying out internal control of quality and safety of medical care, and timely develop checklists in accordance with
pre-approved standards, assessment criteria, rules and requirements of enforcement authorities while taking into account
the latest clinical recommendations. To ensure proper control over following medical care provision standards in accordance
with clinical recommendations and, therefore, avoid deductions and fines issued by oversight bodies, one needs to adopt
a comprehensive approach to internal control of quality and safety of medical care at every level (stage), including heads
of department, deputy chief doctors, deputy heads for clinical expert work etc.
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AHHOTAN A

Beenenue. Heo6X0/1MMOCTh OpraHM3alMy BHYTPEHHEro KOHTPOJIS Ka4ecTBa M 6e30MacHOCTH MeIMIIMHCKOM 1esTe/IbHOCTH
BO3JIOKEHA Ha PYKOBOJOUTENIS MeJULMHCKOW OpraHM3aluu lermapraMeHTa 3[paBoOXpaHeHUs ropofa MockBbl (fanee — MO
[13M) [1-7]. OmHaKo mocsie nepexofa B eANHYI0 MeIUIIMHCKYIO aBTOMATU3MPOBAHHYI0 NHPOPMAIIMOHHYTO CUCTEMY 1 0TKasa OT
BCeX paHee UCTONb3yeMbix B MO [13M aBTOMaTU3MPOBAHHBIX WHPOpMaIMoHHEIX crcTeM (Medialog, Megaklinika, Asclepius
W Op.) MenunuHcke paboTHMKM MO [I3M CTONKHYIWMCh C HEBO3MOXKHOCTBIO @BTOMAaTH3MPOBAHHOW BBHIIPY3KM YacTH CTa-
TUCTUYECKUX (AHATUTUUECKUX) OTYeTOB. DUKCAIUs pe3ybTaTOB BHYTPeHHEr0 KOHTPOJIS KaueCTBa MeJUIIMHCKON MOMOIIN
OCYIIIeCTBIISIETCST HA COOTBETCTBYIOMIMX OYMa)KHBIX KapTax M sKypHasiax [l, 2, 6]. B oToil CBSI3M MHOTHME WH)KEHEepPbl U Ipo-
rpamMMucTel MO [13M momrpo60oBaju 3arpy3nuTh JaHHBIE KapT U CO3/IaTh aBTOMATU3MPOBAHHBIE SKyPHAIIBI B crcTeMe EMIUAC,
HO WX TIOTMBITKW He YBeHUanuch ycrexoM [4, 8, 9, 10]. [ToaToMy OHM CTam¥ CO3[aBaTh WHTpaHeT web-moptanel B MO [13M
Y WHTETPUPOBATh WX C PA3TUUYHBIMU BHYTpeHHUMHU cuctemMamu MO [13M (EMUAC u fip.) u BHeIHUMEU cucTeMamMu ®OMC
(TTYMIT n gp.), mo3BOASIOIINMU GUKCUPOBATh Pe3y/bTaThl BHYTPEHHEro KOHTPOJIS KauecTBa, aBTOMaTUUecKu pOpMUPOBAThH
CTATUCTUYECKUI U aHAJIUTUUYECKUI y4yeT, KOHTPOJIMPOBATh [BUKEHWE MeNULMHCKOW AOKYMEHTAllMM MEXK[y pasIM4HbIMU
CTPYKTYpPHBIMU miofpasnesnenusymu MO [13M [11-13]. [Ins pesynbTaTuBHON paboThl MHTPaHeT wWeb-1mopTasoB OTBETCTBEHHbBIE
MeUIMHCKYe pabOTHUKYW BHYTPEHHETr0 KOHTPOJIST KauecTBa M 0e301MacHOCTH MeIUIINHCKOU mestensHocTr (BKKuBM/T) MO
[13M pazpabaTheiBalOT «4eK-TUCThI» C YTBEPK/I€HHBIMU KPUTEPUSIMU OIIEHKW Pe3y/IbTaTOB JIeUeHWs 110 pasInyHbIM 3aboire-
BaHUAM (COCTOSHUSM), B COOTBETCTBUM CO CTAHAApTaMM OKa3aHUS MeJULIMHCKON MOMOIIU C yU4eTOM KIMHUYECKUX PEKOMEeH-
nmaiui. Kpome aToro, KOMIJIeKCHOe BHe[peHre UHTpaHeT web-mopranoB B MO [13M obecrieunsio cobroeHrne KIMHUIeCKIX
pexomeHpgaiuit B MO [13M. [TaHHbIl mpollece GaKTUUeCcKy peasn30Bajl BO3MOXKHOCThL TPOBEeeHUs aBTOMATH3MPOBAHHOMN
Me[IMKO-9KOHOMUYECKOM BKCIepPTU3bl Hamojo0ue MpOBO/IMMON CTPAXOBBIMM MEJUIIMHCKMMU OpraHU3alUsMU B CUCTEME
00513aTeJTbHOTO MeAMIIMHCKOTO CTPaXOBAHUS MPW OCYIECTBIEHUY TOCYAapCTBEHHOTO KOHTPOJs. Llenb. BEIICHUTH OCHOBHBIE
BOITPOCHI OPTaHW3alNY BHYTPEHHEr0 KOHTPOJIS KadecTBa ¥ 6€30TacHOCTH MEeIMIIMHCKOM e TeTbHOCTH, CBSI3aHHbIE C BHeZIpe-
HUeM MHTPaHeT web-TIopTaoB B MeJUIIMHCKMX OpraHn3anusx [lenapraMenTa 37jpaBooxpaHeHus ropoga MockBel. MaTepuasbl
U MeTOJbL. BbIIM BBISIB/IEHBI OCHOBHBIE BOIIPOCHI OPTaHM3ALMK BHYTPEHHEr0 KOHTPOJISI KayecTBa M 6e30MacHOCTH MeIMIH-
CKOW [1esITeJIbHOCTH, CBSI3aHHbIE C BHepeHrueM MHTpaHeT web-rnopTaioB B MO [13M. Kpome 5Tor0, GbITM M3yUeHbl TpeOOBaHUS
K pa3paboTKe «4eK-JIMCTOB» M CIIOKHOCTH TIPU CO3/IaHMM aHAIMTUYECKUX OTUETOB M0 pe3yJibraTaM COOIOeH s SKCIIePTHBIX
KpUTEpUEB U CTAaHAaPTOB OKa3aHUS MeJULIMHCKON IIOMOILY C YUeTOM KJIMHUUeCKUX peKoMeH1anuil. Pe3yabraTel. K 0CHOBHBIM
BOIIPOCAaM BHEJIPeHUsT CHCTeMbl aBToMaTn3upoBanHoro BKKnEM/I ¢ MHOTOMOMB30BaTeIbCKM WHTPAHET web-TopTasoM oT-
HOCAT: 00yUueHre pyKOBOJUTeIeH CTPYKTYPHBIX T0/Ipa3fieleHui, OTBEeTCTBEHHBIX 32 OpraHn3anuio n nmposenenre BKKubM/I;
pazpaboTKy «4eK-TUCTOB» C yUETOM KPUTEPHEB OLIeHKH, PaBWI U TPpeOOBaHWH, TIPEbBITEeMbIX K OKa3aHMI0 MeIMIMHCKOM
[IOMOLLIY, CTAHAAPTOB MeAULMHCKOM IIOMOLLY C YYeTOM KJIMHUYeCKUX peKOMeHalWii; COBEPLIEHCTBOBAHME TUIaHa MEePOIIPHS-
THI 110 TPOBEJeHUI0 PA3INYHBIX IPOBEPOK (ayJUTOB); GOPMUPOBaHUE aHATUTUUECKUX (CTATUCTUUECKMX) OTYETOB 7151 OLleHKU
JIesiTeTTbHOCTH CTPYKTYPHBIX Tojipaszenennii (pabotuukoB) MO JI3M. UTo KacaeTcs «4eK-JINCTOB», TO B HUX 00513aTebHO
JIOJDKHBI COepIKaThCs KOOl MeJUKO-DKOHOMUYECKUX CTaHAapToB (famee — MDC), Kogel MexXAyHapo[HOHU KiaccruduKanuy
6osnesnett 10 mepecmoTpa (nanee - MKB-10), Ko[ibl MEIMIIMHCKMX YCITYT U OKCIIEPTHBIE KPUTEPUY, UMEIOIIMECS B IeUCTBYIOLIIX
HOPMAaTHBHO-TIPABOBLIX JOKYMeHTaxX P®. DTO OCIIOKHAETCA TeM, UTO KObl MeAULIMHCKUX YCayT B cucteme EMIMAC He cooT-
BETCTBYIOT YTBEPKIEHHOW HOMEHK/IAType MeJIMIUHCKUX YCIIYT, & SKCIIePTHbIe KPUTEPUM YaCTO 0OHOBISIOTCS. 3aKII0YeHHe.
17151 opraHm3anuy pesyIbTaTUBHBIX Mep YIIPaBIeHYeCcKoro XapakTepa Heo0Xo/IMMO CUCTeMaTUYeCKy MTPOBO/INTH BHY TPEHHNE
COBEIIAHWS C 3aBeIyI0IMMI CTPYKTYPHBIMU TI0/Ipas3fie/leHnsIMU (OTIeJIeHUSIMM), OTBETCTBEHHBIMU paOOTHUKAMY 32 OPTraHM3a-
mvto 1 poBefierrie BKKuBM]I, cBoeBpeMeHHO pa3pabaThiBaTh «UeK-TUCThI» C YUETOM YTBEpPIKIEHHBIX CTaHIapTOB, KpUTEPUER
OLIEeHKH, TIPaBMJI U TpeOGOBaHWUII KOHTPOJIBHO-HA/I30PHBIX OPTAHOB C YUETOM OOHOBISIOIIMXCS KIMHUUECKAX PeKOMEeH[AllNM.
Enunbiii nopxoy, K opranusanuu pabotel BKKuBM/I Ha Bcex ypoBHSIX (9Tarax) KOHTPOJIS (3aBe/lyioline OT/Ie/IeHNH, 3aMeCTH-
TeJIV TJIABHOTO Bpaua 110 MpoduIIsiM, 3aMeCTUTelTb TJIaBHOTO Bpaya 1o KOP u ap.) o6ecreunT KOHTPOIIb 32 COOII0/IeHUeM CTaH-
[1lapTOB OKa3aHUsl MeAULMHCKOM [MOMOLU C YUeTOM KIMHUYECKUX PeKOMeH[aluii U IIpUBeleT K YMEeHbLIEHUIO [IPUMEeHeHUs
yIepsKaHUi U ITpadHbIX CAaHKIUI CO CTOPOHBI KOHTPOIBHO-HAI30PHBIX OPTraHOB.

KiroueBsble c10Ba: MHTpaHeT web-TopTai; KOHTPOJIb KauecTBa; YPOBHM KOHTPOJIST; aBTOMATU3AIMS KOHTPOJIS; aHATNTHYIe-
CKasi OTUETHOCTb.
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Introduction

Heads of medical organizations operating under the
Moscow Healthcare Department are the ones who
take care of internal control of quality and safety
of medical care [1-7]. However, once the healthcare
system in Moscow switched to the Unified Medical
Information Analysis System (UMIAS), abandoning
all the other automated information systems the city
had previously used (such as Medialog, Megaklinika,
Asclepius etc.), Moscow's medical workers found it
impossible to automatically unload certain statistical
(analytical) reports. They have to use paper medical
records and logs to register the results of the medical
care quality control [1, 2, 6]. Many engineers and
programmers working in Moscow’'s medical system
organizations attempted uploading the medical
record data and create automated logs within the
UMIAS system; however, they failed [4, 8, 9, 10]. That
is why they started creating intranet web portals,
integrating them with wvarious internal Moscow
healthcare systems (such as UMIAS etc) as well
as external Federal Compulsory Medical Insurance
Fund systems (like the PUMP system for personalized
medical care records. This allowed logging in the
results of internal quality control and automatically
creating statistical and analytical reports, as well
as monitoring the document exchange between
various offices of Moscow healthcare organizations
[11-13]. To ensure the efficiency of these intranet
web portals, medical workers responsible for quality
control develop checklists that feature pre-approved
criteria for evaluating the results of treatment for
certain diseases (conditions) in accordance with
medical care provision standards and clinical
recommendations. Moreover, the comprehensive
introduction of intranet web portals helped ensure
that clinical recommendations are followed in
Moscow healthcare organizations. The methods
used for automated comparison of data (codes of
MES (medical and economic standards), ICD-10 (10th
revision of the International Statistical Classification
of Diseases and Related Health Problems) and medical
services featured in the medical service provision
standards, expert criteria of assessment and clinical
recommendations etc.) allowed compiling analytical
reports. These reports contain data on failures to
provide medical care and (or) unnecessary provided
medical services, structural units of medical
professionals who failed to provide the care. This
allowed to develop management and organizational
measures to address the logged issues by involving
heads of departments (Ist level of control), deputy
chief doctors (2nd level of control), medical
specialists perpetrating these violations, ensuring

the automation of production (technological)
processes for monitoring the compliance with expert
criteria and standards for medical care provision
as well as clinical recommendations. This process
allowed conducting an automated medical and
economic examination, similar to the ones carried
out by insurance medical organizations within the
framework of the compulsory medical insurance
system as part of state oversight.

Goal

To identify the main issues in organizing internal
control of quality and safety of medical care
associated with the introduction of intranet web
portals in Moscow healthcare system’s organizations.

Materials and methods

The authors identified the main issues in organizing
internal control of quality and safety of medical care
associated with the introduction of intranet web
portals in Moscow healthcare system’s organizations.
Moreover, they also examined the requirements for
checklist development, as well as the difficulties that
arise when compiling analytical reports on following
the expert criteria and standards for medical care
provision and clinical recommendations.

Findings

The authors identified the main approaches of those
participating in the Moscow healthcare organizations’
automated system for managing the internal control
of quality and safety of medical care via multi-user
intranet web portals. Scheme 1.
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Scheme 1. Scheme of interaction between those participating in the automated system for managing the internal control of quality and safety of medical care

via intranet web portals.

Cxema 1. Cxema B3auMO[ €M CTBUS YYaCTHUKOB CUCTeMbl aBTOMAaTU3MPOBAHHOI'O BHYTPEHHEro KOHTPOJIsI KayecTBa 1 6e30MacHOCTH MeJUILIMHCKON [esTe/IbHOCTH

B MHTpaHeT web-nopTaHax
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departments
(laboratories) (1st
level of control)

nurses’senior
nurses/clinical
nurse managers

Head of the medical

quality control
t

methodist d:oclors

The analysis results helped identify an issue that
is very important at early stages: the collaboration
between deputy heads for clinical expert work, heads
of departments for internal control of quality and
safety of medical care as well as methodist doctors
with engineers and IT department programmers. At
this stage, they draw up technical projects describing

Multi-user intranet well
portal that can only be
accessed by the
employees of the
Moscow healthcare
system organizations

Deputy chief
doctors (2nd
level of
control)

Deputy head chie
for clinical expert
work, methodist

doctors

Unit
heads/'medical
statisticians

Head of the archive
department, record-
kespers, paperwork

managers efc.

Head of the department
for processing records
within the compulsory
insurance fund system,
engineers, IT specialists

the stages of work, the employees functional
responsibilities while working with the web portal,
as well as logistics. At later stages, the interaction
between IT departments with heads of departments
and deputy chief doctors becomes increasingly
important. This is when checklists and management
measures are developed.

Figure 1. Results of internal control of quality and safety of medical care (by units).
PucyHoK 1. Pesy/ibTaThl BHYTPEHHEI0 KOHTPOJIS KauecTBa ¥ 6e30MacHOCTY MeAUIIMHCKON [1eATeJIbHOCTH (IO OT/IeIeHUSIM)
Report by units. Total violations identified during the analysis of compliance with the
standards, clinical guidelines and evaluation criteria in providing medical care to
patients with intracranial injuies (abs.)
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[ The total number of patients diagnosed according to ICD-10, choice S06, 54 total

[ The number of violations of the Russian Healthcare Ministry Standard dated 7.11.2012 No. 636n
“On approving the standard for providing specialized medical care to intracranial injury patients”, 23 total

The number of violations of the Russian Healthcare Ministry Standard dated 10.05.2017 No. 203n
“On approving the criteria for evaluating the quality of medical care’, 5 total

[ The number of violations of the 2014 Clinical recommendation, “Treating intracranial injury patients’, 1 total
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The introduction of a multi-user intranet web
portal allows monitoring the exchange of medical
records between the organizations’ structural units
(clinical units, diagnostic and morbid anatomy
departments, archives etc) as well as carrying
out retrospective analysis of medical records at
all stages (levels) of control, thus ensuring proper
control over compliance with standards and criteria
for evaluation of medical care in accordance with
clinical recommendations. Moreover, intranet web
portals allow keeping various electronic logs and
generating analytical (statistical) indicators of the
Moscow healthcare system organizations. Figure
1 shows that unit 5 had the most patients with
intracranial injury; however, unit 1 had the largest
number of violations of the standards for providing
medical care to patients with intracranial injuries.

Conclusion

The introduction of a multi-user intranet web
portal will allow monitoring the exchange of medical
records between the organizations’ structural units
(clinical units, diagnostic and morbid anatomy
departments, archives etc.), keeping record of all
violations in filling in medical records and failures
to follow the standards of providing medical care
in accordance with clinical recommendations,
and timely mitigating violations. This will allow
reducing the number of deductions and fines issued
by oversight bodies, thus ensuring better compliance
of medical workers with the standards of providing
medical care according to clinical recommendations.
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